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[bookmark: _Toc373393577][bookmark: _Toc373393641][bookmark: _Toc373393688][bookmark: _Toc509308214]Summary

Keeping your personal data safe is very important to us. This privacy notice will inform you of how we look after your personal data, tell you about your privacy rights and how to exercise your rights under legislation.

Your personal data is stored securely at all times, in our clinical systems. Only authorised individuals who need access for the legal circumstances set out in the sections below can access your personal data. 

We may share information about you with other General Practices (GPs), NHS acute or mental health Trusts, community health providers, pharmacists, ambulance services, social services, and NHS commissioning organisations who are directly involved in providing or funding your care needs and for the purpose of indirect care (see secondary uses below). Your data will not be shared with anyone who is not listed in this privacy notice unless we are obliged by law.

We do not share your personal information with marketing and advertising companies, and we do not share your data with anyone who would take your data outside of the UK (GDPR) jurisdiction. 

We will only share personal information about you with medical research organisations with your consent or as described in the section below, and you have the right withdraw your consent at any time by contacting the Practice/Service you are registered with. The national data opt-out allows people to opt out of their confidential information being used for research and planning. You can read more about it on the NHS.uk website.

A full list of the organisations we share information with, and why, is provided in the later section of this Privacy Notice.




1. [bookmark: _Toc1696134091][bookmark: _Toc1391164626][bookmark: _Toc1681381420][bookmark: _Toc374270894][bookmark: _Toc1586544566][bookmark: _Toc145498711]Who we are
Operose Health is the brand name for a number of companies that provide primary healthcare services across England. A full list can be found here[endnoteRef:2]:  [2:  
] 


2. What we do 
At Operose Health, we are experts in working with complex health systems to provide the very best healthcare service to our patients and services users, and to transform their quality of healthcare experience. We are part of a global healthcare family with over 30 years’ experience of delivering high quality healthcare in the most simple and seamless way to our patients and service users, and we are committed to protecting and respecting their privacy.

Our portfolio of services includes primary care, community outpatient services and referral management services. We respect your right with regards to privacy and data protection when you communicate with us through our websites, events, telephone, or attend any of our face-to-face consultation services.

Your personal data is stored in our secure clinical systems, only those who are involved in delivering your care have access to your personal data. Your data will not be shared with anyone else, unless we are obliged by law.


3. Sharing your personal information
We may share information about you with other General Practices (GPs), NHS acute or mental health Trusts, community health providers, pharmacists, ambulance services, social services, and NHS commissioning organisations who are directly involved in providing or funding your care needs or for the purpose of indirect care (see secondary uses below). Your data will not be shared with anyone else, unless we are obliged by law.

We do not share your personal information with marketing and advertising companies.
We hold your information securely in the UK at all times. Your information is not shared anywhere outside the UK. 

We will only share personal information about you with medical research organisations with your explicit consent, and you have the right withdraw your consent at any time.

A full list of the organisations we share information with, and why, is provided in the later section of this Privacy Notice.  

4. [bookmark: _Toc145498712][bookmark: _Toc822415627][bookmark: _Toc1662883802][bookmark: _Toc1023533556][bookmark: _Toc1067976027][bookmark: _Toc194448604]What is this Privacy Notice about? 
A privacy notice is a statement that describes how an organisation collects, use, retain and disclose personal data, or special categories of personal data. Different organisations sometimes use different terms, and it can be referred to as a privacy statement, a fair processing notice or a privacy policy.

Being transparent and providing accessible information to individuals about how an organisation will use their personal information is a key element of the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. To ensure that we process your personal data fairly, lawfully and transparently we are required by law to provide you with the following information: 
· What information we collect and process about you
· How we process your personal data
· The purpose of processing
· Recipients or categories recipients of your personal data
· The identity of our Data Protection Officer
· How long we retain personal information about you
· The lawful bases for processing 
· Your rights - to view, request access copies of your personal information, or object to the processing of your personal information.

5. [bookmark: _Toc1903850163][bookmark: _Toc1532735375][bookmark: _Toc1509453000][bookmark: _Toc314152886][bookmark: _Toc626537484][bookmark: _Toc145498713]Types of personal information we process
At Operose Health, we process the following categories of personal information about our patients and service users:
	Category
	Data Type

	Identity data and contact details
	Such as name, date of birth, gender, NHS number, telephone number, postal address, postcode, email address (if provided) etc.

	Support contact details
	Names, contact details of carers, relevant close relatives, next of kin and representatives

	Special categories of personal data concerning physical, social or mental health condition.
	Such as medical history, diagnosis, treatments, test results, appointment, attendances, referrals, care plans, care packages, medication, medical opinions etc.

	Special categories of personal with protected characteristics
	Such as racial or ethnic origin, religious or philosophical beliefs, genetic data, sexual life or sexual orientation data, child protection records, adoption records etc.

	Aggregated data
	A combination of personal data, and special categories of personal data for the purpose of business intelligence and analytical services to enable us to predict future trends and plan our services.

	Usage data
	[bookmark: _Hlk67896841]Our websites use cookies to distinguish you from other user when you access our online services. A cookie is a small file of letters and numbers that we store on your browser when you consent to use of our online services. This helps us to provide you with a good experience when you browse our site and enable us to improve our site.



6. [bookmark: _Toc2082367488][bookmark: _Toc716599075][bookmark: _Toc1958937517][bookmark: _Toc631865623][bookmark: _Toc638458949][bookmark: _Toc145498714]What we process your personal information for
We process personal information about you in a number of ways. These include:
· Primary uses – we process personal information concerning your health to enable our registered and regulated healthcare professionals who are directly involved in your care to provide you with the best possible direct care delivery. 
Personal information concerning your health or social care is also made available to other health or social care provider organisations who are involved in your health or social care needs to enable them to make the best-informed decision about you when you use their service.
· Secondary uses – We process your personal information for purposes of beyond direct care in the following ways:
· Reviewing the care we provide through clinical audit.
· Investigating your queries, complaints and legal claims.
· Ensuring we receive payment for the healthcare you receive.
· Preparing statistics on NHS performance.
· Auditing NHS accounts and services.
· Undertaking health research, and development (with your explicit consent, and you have the right choose whether or not to be involved).
· For business intelligence and analytical services to enable us to predict future trends and plan our services.
· Training and educating our healthcare professionals (with your explicit consent, and you have the right choose whether or not to be involved).

7. [bookmark: _Toc145498715][bookmark: _Toc1999861220][bookmark: _Toc375037839][bookmark: _Toc584730018][bookmark: _Toc1190092922][bookmark: _Toc944205533]Our identity and contact details 
Operose Health includes the entities listed in this Privacy Notice. We can be contacted at: 

Operose Health 
108 High Street,
Great Missenden
Buckingamshire
HP16 0BG

8. [bookmark: _Toc145498716][bookmark: _Toc2018409307][bookmark: _Toc200525165][bookmark: _Toc402215779][bookmark: _Toc1706109310][bookmark: _Toc421353718]Our Data Protection Officer  
If you have any questions or concerns regarding how your data is being processed, please write to our Data Protection Officer who can be contacted at:

Data Protection Officer 
Operose Health 
108 High Street,
Great Missenden
Buckingamshire
HP16 0BG

Tel: 020 8678 5624
Email: dpo@operosehealth.co.uk 

9. [bookmark: _Toc1807686319][bookmark: _Toc811032503][bookmark: _Toc1796964154][bookmark: _Toc431633238][bookmark: _Toc460719471][bookmark: _Toc145498717]Organisations we share your personal information with
Included below is a table of the organisations we share information about you for the purposes of direct and indirect care, split into the following categories:

a.	Direct Medical Care and Administration
b.	Other primary care services delivered for the purposes of direct care
c.	Statutory disclosures of Information
d.	Processing for the purposes of Commissioning, Planning, Research and Risk Stratification
e.	Data sharing databases
f.	Processors
[image: A purple and black logo

Description automatically generated]
	


2


	a. [bookmark: _Direct_Medical_Care][bookmark: _Toc970895562][bookmark: _Toc927640942][bookmark: _Toc23767214][bookmark: _Toc735556106][bookmark: _Toc1500495103][bookmark: _Toc145498718]Direct Medical Care and Administration

	Recipients or categories of recipients of the personal or special categories of personal data
	Purpose of the processing 
	Lawful basis

UK General Data Protection Regulation (UK GDPR) 
- Article 6 -
- Article 9 -

Data Protection Act (DPA) 2018
- Section 10 -
- Schedule 1 -

	NHS Trusts – Hospitals, Community or Mental Health Trusts.  
	Personal data concerning your health is shared with NHS Trusts to enable their healthcare professionals make the best-informed decision about your health needs, and to provide you with the best possible care if you visit the hospital for routine care and referrals. 
Your personal information may also be processed for local administrative purposes such as:
· Waiting list management.
· Local clinical audit.
· Performance against local targets.
· Activity monitoring.
· Production of datasets to submit for commissioning purposes and national collections.

Your electronic GP record is the source of information that is shared.

In accordance with DPA Part 1, Schedule 1 (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	Emergency Services (Ambulance trusts, police, A&E departments, out of hours services, 111)
	There are circumstances when intervention is necessary in order to save or protect a patient’s life or to prevent them from serious immediate harm, for example, during a collapse or diabetic coma or serious injury or accident. In many of these circumstances the patient may be unconscious or too ill to communicate. 
Medical professionals have a duty of care to share data in emergencies to protect their patients or other persons. In these circumstances, your GP medical record will be shared with emergency healthcare services, the police or fire service in order to enable you receive the best treatment or service.
Make pre-determined decisions about the type and extent of care you will receive in an emergency; these are known as “Advance Directives”.
Your electronic GP record is the source of information that is shared.



	The processing of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”: 
· GDPR Article 6(1) (d) – processing is necessary in order to protect the vital interests of the data subject.
The processing of special categories of personal data is permitted under the following UK GDPR “conditions” and DPA “provisions”:
· Article 9 (2) (C) – the processing is necessary to protect the vital interests of the data subject.
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	Pharmacists - Medicines Optimisation 
	Medicines optimisation looks at the value which medicines deliver, making sure they are clinically-effective and cost-effective. It is about ensuring patients get the right choice of medicines, at the right time, and are engaged in the process by their clinical team.
Medicines optimisation enables community pharmacies to request medication electronically from our GP Practice and view relevant information from your GP record in order to provide you with the best medicines. 

Your electronic GP record is the source of information that is shared.




	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	Local Authority – Social Services
	Operose Health Group works closely with Local Authorities to support and care for people of all ages to deliver the best possible social care.
Personal data concerning your GP medical record may be shared with Local Authorities and Multidisciplinary Team (MDT) delivering social care in order to enable them to make the best-informed decision about your social care needs if required.
Your electronic GP record is the source of information that is shared.



	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	Care Homes 
	If you are a residence of a Care Home, personal data concerning your GP record will be shared with your care provider and other Multidisciplinary Team (MDT) looking after you to enable them to provide you with the best possible care needs.
Your electronic GP record is the source of information that is shared.


	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.
  

	b. [bookmark: _Other_primary_care][bookmark: _Toc1674531287][bookmark: _Toc1424884375][bookmark: _Toc799858233][bookmark: _Toc712306438][bookmark: _Toc569871145][bookmark: _Toc145498719]Other primary care services delivered for the purposes of direct care

	Recipients or categories of recipients of the personal or special categories of personal data
	Purpose of the processing 
	Lawful basis

UK General Data Protection Regulation (UK GDPR) 
- Article 6 -
- Article 9 -

Data Protection Act (DPA) 2018
- Section 10 -
- Schedule 1 -

	Integrated Urgent Care Service (IUC) - covering Out of Hours and NHS 111 service
	Integrated Urgent Care Service (IUC) is an urgent care service delivered across England for the provision of a functionally integrated 24/7 urgent care access, clinical advice and treatment service for patients. IUC incorporates NHS 111 and Out of Hours (OOH) services, which is often referred to as an IUC Clinical Assessment Service.

The purpose of IUC is to ensure that patients receive the best possible healthcare service in their community.

If you visit the urgent care centre or call NHS 111 for health-related needs, personal data in your GP record will be shared with healthcare professionals in order to enable them to make the best the best-informed decision about your health needs.
Your electronic GP record is the source of information that is shared.


	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services. 

	Continuing Health Care (CHC)
	NHS Continuing Health Care (CHC) is free care outside of hospital that is arranged and funded by the NHS to support living with complex medical conditions and on-going healthcare needs which can be delivered in the patient’s home, at their care home or in non-acute hospitals. 
CHC is free, unlike support from social services for which a fee may be charged, depending on your income and savings. CHC is different from NHS Funded Nursing Care, which some people with less complex needs living in care homes receive.
If you require CHC needs personal data concerning your GP medical record will be shared with the care home or in non-acute hospitals looking after you.
Your electronic GP record is the source of information that is shared.

	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	c. [bookmark: _Statutory_Disclosures_of][bookmark: _Toc1632137412][bookmark: _Toc1870063524][bookmark: _Toc1083375414][bookmark: _Toc1149999711][bookmark: _Toc3609254][bookmark: _Toc145498720]Statutory Disclosures of Information

	Recipients or categories of recipients of the personal or special categories of personal data
	Purpose of the processing 
	Lawful basis

UK General Data Protection Regulation (UK GDPR) 
- Article 6 -
- Article 9 -

Data Protection Act (DPA) 2018
- Section 10 -
- Schedule 1-

	Safeguarding Concerns – to prevent an individual, or to prevent a serious crime

	Some members of public are recognised as needing safeguarding protection, for example children and vulnerable adults. If an individual is identified as being at risk from harm, we have a duty to do what we can to protect that individual, and we are bound ‘Safeguarding’ laws to do so.
Where there is a suspected or actual safeguarding issue, we will share information that we hold about you with other relevant agencies such as local Ambulance trusts, the police, A&E departments, out of hours services, 111 or social services.
The source of the information shared in this way is your electronic GP record.
Children Act 1989 requires local authorities to investigate where a child is the subject of an emergency protection order, is in police protection or where there is a reasonable cause to suspect that a child is suffering or is likely to suffer harm.
Care Act 2014 (safeguarding adults) sets out a clear legal framework for how local authorities and other parts of the system should protect adults at risk of abuse or neglect.

Both Acts for Parliament require local authorities to safeguard and promote the welfare of children and adults who are in need, and to request help from specified authorities including General Practices, NHS Trusts, Integrated Care Boards (ICBs)  and NHS England.


	The processing of personal data is permitted under the following UK GDPR “condition”: 
· UK GDPR Article 9 (2) (c) – the processing is necessary to protect the vital interests of the data subject.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provision”:
Article 9 (2) (c) – the processing is necessary to protect the vital interests of the data subject.
In accordance with DPA Schedule 1, Part 2 (18) (1a) - the condition is met where the processing is necessary for protecting an individual from neglect or physical, mental or emotional harm, or protecting the physical, mental or emotional well-being of an individual.

Related Legislations:
Section 47 of The Children Act 1989.
Section 45 of Care Act 2014

	The Care Quality Commission (CQC)  
	The Care Quality Commission (CQC) is a regulatory body established under the Health and Social Care Act. The CQC regulates health and social care services in England to ensure that safe health and care are provided. The law allows CQC to access identifiable patient data/medical records in our clinical system for the purposes of their assessment and investigation of significant safety incident.

Your data may be shared with the CQC, its officers and inspection team that visit us from time to time.



	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing for legal obligation.
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	Law Enforcement and Regulatory Bodies
	In some circumstances we may be legally required to share personal information with law enforcements and regulatory bodies (without the consent of the data subject) such as: the Police; Courts of Justice; HMRC and DVLA for the purposes of prevention or detection of crime; apprehension or prosecution of offenders; the assessment or collection of any tax or duty or, of any imposition of a similar nature.

Our GPs are obliged to notify the DVLA when fitness to drive requires notification, but an individual cannot or will not notify the DVLA themselves, and if there is concern for road safety, which would be for both the individual and the wider public.
We will review each request based on its merits before deciding whether to release information to the relevant authorities.

Your electronic GP record is the source of information that is shared.

	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provision”:
· Article 9 (2) (G) – the processing is necessary for reasons of substantial public interest.
· In accordance with DPA Schedule 1, Part 2, (10) (1c) – the condition is met where the processing is necessary for the prevention or detection of an unlawful act.   


	Medico-Legal 
	Medico-Legal - Where a medical professional is holding personal data for the purpose of providing medical reports in connection with legal action.
Your electronic GP record is the source of information that is shared.



	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.

The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provision”:
· GDPR Article 9 (2) (f) – the processing is necessary for the establishment, exercise or defence of legal claims.
· In accordance with DPA Schedule 1, Part 3, (33) - the conditions for processing for legal claims is met where it is in connection with, any legal proceedings including prospective legal proceedings or; for the purpose of obtaining a legal advice or; establishing exercising or defending legal rights.

	General Medical Council (GMC)
	General Medical Council (GMC) is a public body that maintains the official register of medical practitioners in the United Kingdom. Its primary responsibility is ‘to protect, promote and maintain the health and safety of the public’ by controlling entry to the register, and suspending or removing members when necessary.

Under the Medical Act 1983, the GMC has the power to request access to a patient’s medical records for the purposes of an investigation into a doctor’s fitness to practice.

Your electronic GP record is the source of information that is shared.


	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority;

The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

Related Legislation:
The Medical Act 1983

	The Parliamentary and Health Service Ombudsman

	[bookmark: _Toc512872695][bookmark: _Toc512873352][bookmark: _Toc512874130][bookmark: _Toc512940222]The Parliamentary and Health Service Ombudsman was set up by Parliament to provide an independent complaint handling service for complaints that have not been resolved by the NHS in England and UK government departments, where you believe they have not acted properly or fairly or have provided a poor service. To do this, the Ombudsman will need to collect and use information we hold about you and your complaint.  

The Parliamentary and Health Service Ombudsman is allowed to use your information for the purpose of handling your complaint under the Parliamentary Commissioner Act 1967. This legislation also protects information obtained for the purposes of investigating your complaint.  


Your electronic GP record is the source of information that is shared.

	The processing of personal data is permitted under the following UK GDPR “conditions”: 
· GDPR Article 6(1) (a) - the data subject has given consent to the processing of his or her personal data.
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
The processing of special categories of personal data is permitted under the following UK GDPR “conditions”:
· GDPR Article 9 (2) (a) - the data subject has given explicit consent to the processing of those personal data for one or more specified purposes.

You do not have the right to object to the processing of your personal information, but you have the right to withdraw your consent.

Related Legislation:
Parliamentary Commissioner Act 1967.

	[bookmark: _Toc512872697][bookmark: _Toc512873354][bookmark: _Toc512874132][bookmark: _Toc512940224][bookmark: _Hlk67887860]NHS Counter Fraud

	Under the NHS Act 2006, investigations into fraud in the NHS may require access to confidential patient information.
This means that we are compelled by the law to share your data with the NHS counter fraud team where required.
Your electronic GP record is the source of information that is shared.


	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provision”:
· Article 9 (2) (G) – the processing is necessary for reasons of substantial public interest.
· In accordance with DPA Schedule 1, Part 2, (14) (1a) – the condition is met where the processing is necessary for the purposes of preventing fraud or a particular kind of fraud.

Related Legislation:
S10 NHS Act 2006
Serious Crime Act 2007


	NHS Digital – Statutory Data Collection
	NHS Digital is a national information and technology partner to the health and social care system. NHS Digital use digital technology to transform the NHS and social care. 
NHS Digital carries out National Data collections/ extraction from the GP clinical system. These include: 

National Diabetes Audit (NDA) - A national monitoring system, auditing the care of patients with diabetes. The data extracted for the purpose of NDA includes NHS Number, date of birth and postcode, as well as clinical parameters related to diabetes. NDA is a mandatory data extraction under section 259 of the Health and Social Care Act 2012, this means that we are compelled by law to share your data

Individual GP Level Data (IGPLD) - A national monitoring system to enable NHS Digital to provide GPs with clinical information on the care provision for their patients. The data extracted includes the NHS number. IGPLD is a mandatory data extraction under 259 of the Health and Social Care Act 2012, this means that we are compelled by law to share your data

Female genital mutilation (FGM) - NHS Digital collects data on FGM within the NHS in England on behalf of the Department of Health (DH). Data collected is used to produce information that helps improve NHS and local authorities to improve on how they support women and girls who have had or, who are at risk of FGM.

FGM Enhanced Dataset is a mandatory data extraction under section 259 of the Health and Social Care Act 2012, this means that we are compelled by law to share your data when required.

Your electronic GP record is the source of information that is shared.

Data Retention Period 
All records held by the Practice will be kept for the duration specified in the Records Management Codes of Practice for Health and Social Care

	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.

The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provision”:
GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;

In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

Related Legislation:
S259 of the Health and Social Care Act 2012

The processing is necessary for compliance with a legal and professional obligation to which we are subject therefore, you do not have the right to object to the processing of your personal information.


	NHS England 
	NHS England is responsible for securing, planning, designing and paying for Primary Care & Specialised NHS services not otherwise funded by Clinical Commissioning Groups (CCGs) This includes planned and emergency hospital care, mental health, rehabilitation, community and primary medical care (GP) services.
We may often share personal information with NHS England potentially for safeguarding concerns that need escalating beyond our borough. 
 
The processing is necessary for compliance with a legal and professional obligation to which we are subject therefore, you do not have the right to object to the processing of your personal information.

Your electronic GP record is the source of information that is shared.




	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.

The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provision”:
GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;

In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.




	National Cancer Diagnosis Audit (NCDA).
	The National Cancer Diagnosis Audit (NCDA) looks at primary and secondary care data relating to patients diagnosed with cancer. It helps to understand pathways to cancer diagnosis, what works well and where improvements could be made.
The audit looks specifically at clinical practice in order to understand:
· interval length from patient presentation to diagnosis;
· use of investigations prior to referral;
· what the referral pathways for patients with cancer are and how they compare with those recorded by the cancer registry
The processing is necessary for compliance with a legal and professional obligation to which we are subject therefore, you do not have the right to object to the processing of your personal information.

	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (c) - processing is necessary for compliance with a legal obligation. 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.

The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provision”:
GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;

In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	d. [bookmark: _Processing_for_the][bookmark: _Processing_for_Commissioning,][bookmark: _Toc1242696365][bookmark: _Toc379470943][bookmark: _Toc912641795][bookmark: _Toc84714078][bookmark: _Toc1479661197][bookmark: _Toc145498721]Processing for Commissioning, Planning, Research and Risk Stratification Purposes

	Recipients or categories of recipients of the personal or special categories of personal data
	Purpose of the processing 
	Lawful basis

UK General Data Protection Regulation (UK GDPR) 
- Article 6 -
- Article 9 -

Data Protection Act (DPA) 2018
- Section 10 –
- Schedule 1-

	Integrated Care Boards (ICB)
	Each ICS has an Integrated Care Board (ICB), a statutory organisation bringing the NHS together locally to improve population health and establish shared strategic priorities within the NHS. When ICBs were legally established, clinical commissioning groups (CCGs) were abolished.

ICBs are responsible for securing, planning, designing and paying for your NHS services, including planned and emergency hospital care, mental health, rehabilitation, community and primary medical care (GP) services. This is known as ‘Commissioning’. 

To enable ICB in our geographical areas carry out their statutory responsibilities effectively, efficiently and safely, we may share personal data about you with them for the following purposes:
· Individual Funding Requests.
· Continuing Health Care.
· Complaints, appeals, queries or, safeguarding concerns.
· Commissioning purposes such as payment for target achievement known as Quality and Outcomes Framework (QOF) and where we participate in agreed national or local enhanced services.

Your electronic GP record is the source of information that is shared.
	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	“Risk Stratification" (Population Health Management and Case Finding)

	At Operose Health, we perform computerised searches of some or all of our records to identify individuals who may be at increased risk of certain conditions or diagnoses such as diabetes, heart disease, risk of falling. Your records may be amongst those searched. This is often called “risk stratification” or “case finding”. These searches are sometimes carried out by Processors who link our records to other records that they access, such as hospital attendance records. The results of these searches and assessment may then be shared with other healthcare workers, such as specialist, therapists, technicians etc. The information that is shared is to enable the other healthcare workers to provide the most appropriate advice, investigations, treatments, therapies and or care.
Risk stratification can be grouped into two purposes namely:
Direct Care – ‘Case Finding’ where carried out by a health professional (for example GPs and Provider) involved in an individual’s care or by a Processor acting under contract with such a provider, it is treated as direct care.
Indirect Care – to understand the local population needs and plan for future requirement.
Your electronic GP record is the source of information that is shared.

	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.
· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

Related Legislation:
Section 251 NHS Act 2006

	Processing personal data for the purpose of medical research 


	We only agree to participate in medical research projects if there is an agreed clearly defined reasons for the research, and it is likely to benefit healthcare and patients. Such proposals will have consents of our patients and service users, ethics committee approval, and will be in line with the safeguards and derogations required under the UK GDPR.

Research organisations do not usually approach patients directly but will ask us to make contact with our suitable patients to seek their consent. Occasionally research can be authorised under law without the need to obtain consent. 

We may also use your medical records to carry out medical research within our Surgeries with your explicit consent.
 
We share information with the medical research organisations if you give your explicit consent. Examples of our medical research partners are:
· uMed - a technology enabled research network that links health data to real-time patient engagement. This enables researchers to centrally communicate with targeted patients and access their healthcare records in real time.
Your electronic GP record is the source of information that is shared.
	The processing of personal data is permitted under the following UK GDPR “conditions”: 
· GDPR Article 6(1) (a) - the data subject has given consent to the processing of his or her personal data.
The processing of special categories of personal data is permitted under the following UK GDPR “conditions” and DPA “provision”:
· GDPR Article 9 (2) (a) - the data subject has given explicit consent to the processing of those personal data for one or more specified purposes.
· GDPR Article 9 (2) (j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section 19 of the 2018 Act) based on domestic law.
· In accordance with DPA Schedule 1, Part 1, (4) - The condition for the processing is met where it is necessary for archiving purposes, scientific or historical research purposes or statistical purposes; carried out in accordance with Article 89(1) of the GDPR and DPA Section 19, and the processing is in the public interest.

You do not have the right to object to the processing of your personal information, but you have the right to withdraw your consent.
 

	De-identifying/anonymising personal data for the purpose of medical research 
	We are currently involved in a research and patient insights programme called the IQVIA Medical Research Extraction Scheme (MRES) which we provide non-identified/anonymised information from patients’ electronic medical records.  

The data collected is non-identifiable/anonymised which means it DOES NOT include any direct patient identifiers such as names, addresses, NHS numbers, or full dates of birth, nor any direct identifiers of practices participating in this data extraction scheme. Individual patients’ records are added into a much larger non-identified database, containing records from millions of patients across the UK and may be linked to other data, such as hospital data.

Under the Data Protection Legislation, the principles of data protection do not apply to data that has been rendered anonymous however, if you would like to opt out of the IQVIA MRES data collection scheme, please let us know, and no data from your records will be collected/processed for use in research. This will not affect your care in any way.

The source of the information shared in this way is your electronic GP record.
	The processing of personal data is permitted under the following UK GDPR “conditions”: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “conditions” and DPA “provision”:
· Article 9 (2) (i) - for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on the domestic law. 
· In accordance with DPA Schedule 1, Part 1, (4) - The condition for the processing is met where it is necessary for archiving purposes, scientific or historical research purposes or statistical purposes; carried out in accordance with Article 89(1) of the GDPR and DPA Section 19, and the processing is in the public interest.


	De-identifying/anonymising personal data for the purpose of medical research
	Clinical Practice Research Datalink (CPRD) is a government organisation that provides anonymised patient data for research to improve patient and public health. You cannot be identified from the information sent to CPRD, and the principles of Data Protection Legislation do not apply to data that has been rendered anonymous however, if you do not want anonymised information from your patient record to be used in research you can opt out by speaking to your doctor.



	The processing of personal data is permitted under the following UK GDPR “conditions”: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “conditions” and DPA “provision”:
· Article 9 (2) (i) - for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on the domestic law. 
· In accordance with DPA Schedule 1, Part 1, (4) - The condition for the processing is met where it is necessary for archiving purposes, scientific or historical research purposes or statistical purposes; carried out in accordance with Article 89(1) of the GDPR and DPA Section 19, and the processing is in the public interest.


	e. [bookmark: _Data_Sharing_Databases][bookmark: _Toc2089466847][bookmark: _Toc1145527957][bookmark: _Toc884229888][bookmark: _Toc1453143696][bookmark: _Toc1338852253][bookmark: _Toc145498722]Data Sharing Databases

	Recipients or categories of recipients of the personal or special categories of personal data
	Purpose of the processing 
	Lawful basis

UK General Data Protection Regulation (UK GDPR) 
- Article 6 -
- Article 9 -

Data Protection Act (DPA) 2018
- Section 10 -
- Schedule 1-

	National NHS Digital Services “Spine” including:
· Patient Demographics Service
· e-Referral Service
· Electronic Prescription Service
· GP2GP
· Summary Care Record

	Spine supports the IT infrastructure for health and social care in England, joining together over 23,000 healthcare IT systems in 20,500 organisations.

It hosts key services to support the delivery of your care, to enable healthcare professionals, authorised with an NHS smartcard, to view relevant information about you as follows:

Patient Demographics Service – The Personal Demographics Service (PDS) is the national electronic database of NHS patient details such as name, address, date of birth and NHS Number (known as demographic information). It helps healthcare professionals to identify patients and match them to their health records. It also allows them to contact and communicate with patients.

Summary Care Record (SCR) – is an electronic record of important patient information, created from GP medical records. It can be seen and used by authorised staff in other areas of the health and care system involved in the patient's direct care.

When your personal health records on your GP Record is uploaded to the spine, NHS Digital becomes the data controller for the uploaded information.

The source of the information shared in this way is your electronic GP record.

At a minimum, the SCR holds important information about;
· current medication
· allergies and details of any previous bad reactions to medicines
· the name, address, date of birth and NHS number of the patient

The patient can also choose to include additional information in the SCR, such as details of long-term conditions, significant medical history, or specific communications needs.

e-Referral Service - The NHS e-Referral Service (e-RS) combines electronic booking with a choice of place, date and time for first hospital or clinic appointments. Patients can choose their initial hospital or clinic appointment, book it in the GP surgery at the point of referral, or later at home on the phone or online.

Electronic Prescription Service - The Electronic Prescription Service (EPS) sends electronic prescriptions from GP surgeries to pharmacies. Eventually EPS will remove the need for most paper prescriptions.

GP2GP - GP2GP allows patients' electronic health records to be transferred directly, securely, and quickly between their old and new practices, when they change GPs. This improves patient care by making full and detailed medical records available to practices, for a new patient's first and later consultations.

Your electronic GP record is the source of information that is shared in all of the above instances.


Data Retention Period: 
All records held in the Practice EMIS  system are kept for the duration specified in the Records Management Codes of Practice for Health and Social Care


	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.

The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

You have the right to raise an objection or opt-out of out of having an SCR by returning a completed opt-out form to their GP practice. Although we will first need to explain how this may affect the care you receive.
 



	NHS Digital – National Data Opt-Out
	The national data opt-out applies to the disclosure of confidential patient information for purposes beyond individual care (research and planning) across the health and adult social care system in England. In broad terms the national data opt-out applies unless there is a mandatory legal requirement or an overriding public interest for the data to be shared. The opt-out does not apply when the individual has consented to the sharing of their data or where the data is anonymised.

Any person registered on the Personal Demographic Services (PDS) and who consequently has an NHS number allocated to them is able to set a national data opt-out. The opt-out is stored in a central repository against their NHS number on the Spine.

The national opt-out applies to a number of datasets including:
National Clinical Audit of Rheumatoid and Early Inflammatory - NHS Digital collects this data on behalf of the British Society for Rheumatology to improve the quality of care for patients with Rheumatoid and early.

National Adult Community Acquired Pneumonia (CAP) Audit - NHS Digital collects this data on behalf of the British Thoracic Society to assess variation in the care of patients hospitalised with pneumonia in the UK.

Trauma Audit & Research Network (TARN) - NHS Digital collects this Confidential Patient Information on behalf (CPI) on behalf TARN.

Invoice Backing Data for Contracted Activity - NHS Digital collects this data to enable Commissioners to determine if they are the responsible commissioner. It is important to point out that the national opt-out applies to contracted activity data that has not been rendered anonymous.

Risk Stratification data for Indirect Care - NHS Digital collects this data for data processors working on behalf of GPs and CCGs. The GP data is linked to other records that they access, such as hospital attendance records to enable CCGs understand the local population needs and plan for future requirement.
Your electronic GP record is the source of information that is shared in all of the above instances.

	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services;
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

Related Legislation: 
Section 251 NHS Act 2006 

You have the right to opt-out of having your data shared for purposes beyond direct care (research and planning). You can do so via the national opt-out website 

 

	Open Exeter
	Open Exeter is a web-enabled viewer which provides the facility for healthcare professionals to share/access patient data held on the National Health Application and Infrastructure Services (NHAIS) systems, including cervical screening, breast screening, organ donor, blood donor and home oxygen. 
Access to Open Exeter is only possible on the Health and Social Care Network (HSCN), and via authorised logons/passwords provided by NHS Digital.

Your electronic GP record is the source of information that is shared.

 
	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority;

The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services;
DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;

In accordance with DPA Schedule 1, Part 1, (1a) - the the processing for employment, social security and social protection is met where it is for the purposes of performing or exercising obligations or rights which are imposed or conferred by law on the controller or the data subject in connection with employment, social security or social protection; 

	Dr.iQ Powered by Evergreen askMyGP
	[bookmark: _Hlk72745171]Dr. iQ is a free online consultation platform for NHS patients, providing fast, safe and effective online consultations with your GP, reducing the need to book and wait for a face-to-face GP appointment. 
[bookmark: _Hlk72745585]Dr. iQ enables our GP Practices to improve patient experience by ensuring that the right people deal with requests at the right time.

[bookmark: _Hlk72745852]By using the Dr. iQ platform (via our website or app) patients/service users can:
· Register with us as their local GP.
· Book appointments.
· Attend online consultation with their health professional.
· View their medical records online.
· Order repeat prescriptions for collection at their preferred pharmacy.
 
When you access any of our services (via the Dr. iQ app or our website), we use personal information about you (such as name, date of birth, NHS number) and technical information (such as internet protocol address) to:
· Provide you with the best possible healthcare service.
· To allow you to participate in interactive features of our service, when you choose to do so.
· To administer and maintain our website or app for internal operations, including troubleshooting, statistical and survey purposes.
To improve our site to ensure that content is presented in the most effective manner.

Dr iQ enables you to speak directly to your GP or another clinical staff member via video or audio consultations using our integrated third party platform, Zoom.
More information can be found on Privacy | Zoom.

	[bookmark: _Hlk93931170]The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	Shared Care Record Partners

	Shared Care Records are integrated health and care systems that bring together aggregate summary of health and social care information from multiple health and social care organisations across geographical areas which is intended to support optimal care. 

Shared Care Records enable health and care professionals to see relevant information about the care and treatment you’ve had across all services to enable health and/or social professionals involved in your care to provide you with the best possible care.
The source of your information we share in this way is your electronic GP record.
Further information about shared care records can be found on the websites of our shared care record partners:
· Bedfordshire, Luton and Milton Keynes Shared Health and Care Record 
· The Kent and Medway Care Record
· Herefordshire and Worcestershire Shared Care Record
· Black Country and West Birmingham – One Health and Care Record.
· Hampshire and Isle of Wight – Care and Health Information Exchange 
· London Care Record – OneLondon
 
Your Right to Object: You have a general right to raise an objection to having your health and/or social care record integrated by contacting us or the relevant shared care partner in your geographical area.

	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.

· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.

· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	Population Health Management
	We work closely with Integrated Care Systems (ICSs) to prevent ill-health and address health inequalities across wider population. This is often referred to as Population Health Management (PHM) and aims to improve physical and mental health outcomes, promote wellbeing and reduce health inequalities across an entire population with a specific focus on the wider determinants of health (things like health, housing, employment, education), through targeting interventions at those groups most at risk, supporting health prevention as well as treatment. 
 
[bookmark: _Int_4gmkxm5H]Activities that contribute to the overall provision of services to a population as a whole or a group of patients with particular conditions can be split along two main paths/purposes namely, PHM stratification and segmentation for “case finding and targeted intervention” purposes (i.e. individual care) and, PHM stratification and segmentation for planning, commissioning, research etc (i.e. purposes beyond individual care). 

Please read more about PHM here.

	The processing of personal data is permitted under the following UK GDPR “condition”: 
· GDPR Article 6(1) (e) – processing is necessary for the performance of a task carried out in the public interest.
The processing of special categories of personal data is permitted under the following UK GDPR “condition”, and DPA “provisions”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.

· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes.

· In accordance with DPA Schedule 1, Part 1, (2) health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	f. [bookmark: _Data_Processors][bookmark: _Processors][bookmark: _Toc1069724435][bookmark: _Toc1340353016][bookmark: _Toc760459549][bookmark: _Toc1235315814][bookmark: _Toc1815628109][bookmark: _Toc145498723]Processors

	Recipients or categories of recipients of the personal or special categories of personal data
	Purpose of the processing 
	Lawful basis

UK General Data Protection Regulation (UK GDPR) 
- Article 6 -
- Article 9 -

Data Protection Act (DPA) 2018
- Section 10 -
- Schedule 1-

	EMIS Health 
SystmOne - TPP


	EMIS Health and SystmOne – TPP provide clinical systems used by Operose Health Group to securely store and process your medical records.
Information about your personal health records is stored in your GP electronic record which is accessed by our registered and regulated health and care professionals to provide you with the very best care.

Your electronic GP record is the source of information that is shared.


	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	Docman and Docmail


	Docman Limited act as a Processor and provides cloud-based storage software for electronic patient document. This includes paper letters that we receive, scan and upload to a patient record, as well as letters that we receive in an electronic format.

Generally, Docman enables primary health care organisations capture, file, workflow, view and manage primary care documents efficiently.
Docmail enables primary health care organisations send letters, invoices and documents directly from computers and other portable devices.

Your electronic GP record is the source of information that is shared.

	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	iPlato
	iPlato is cloud-based text messaging service used by GPs to communicate with their patients.

	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	Redcentric
	Redcentric is commissioned by Operose Health Group to deliver telephony services to enable our GP Practices to deliver a safe and secure patient service by being more responsive to call demand around appointments, test results and prescription delivery. 

When you use our services for purposes such as telephone consultation, or you just want to speak to a healthcare professional for advice, your call may be recorded and stored as part of the health record, to enable us to provide you with the best possible care.
	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	X-On Surgery Connect
	X-On is a cloud based telephony service commissioned across Operose Health to enable our GP Practices to deliver a safe and secure patient service by being more responsive to call demand around appointments, test results and prescription delivery. 

When you use our services for purposes such as telephone consultation, or you just want to speak to a healthcare professional for advice, your call may be recorded and stored as part of the health record, to enable us to provide you with the best possible care.

	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	Quality Medical Solutions UK (QMS-UK)
	QMS-UK are commissioned by NHS England to provide secure data processing solutions for two services:
· Child Health Information Service – information relating to children’s vaccinations.
· National Diabetic Retinal Screening Service.
Your electronic GP record is the source of information that is shared.
	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	AccuRx 

	AccuRx is an NHS Digital approved platform for web-based video consultation system and messaging system to enable health and social care teams to communicate with each other and with patients. 

Video consultations allows our healthcare professionals to carry out observations during their consultations in the same way they would during a face-to-face appointment, to provide our patients the with the best possible care. 

In the video consultation, healthcare professionals are able record the observations and outcome of the consultation in the same way as a face-to-face consultation is recorded in the patient’s electronic record and any agreed actions are carried out.  The connection prioritises ‘peer-to-peer’ between our registered health professionals and patient’s communication device, and follows NHS best practice guidelines on health and social care cloud security. 

Messaging service allows us to communicate directly to patients via text message or through the NHS app.

More on AccuRx can be found on their Privacy Notice - Accurx | Privacy Policy

NHS App Messaging Privacy Notice - NHS App privacy policy: messaging services - NHS (www.nhs.uk)


	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.

	Healthy.io 
	NHS has commissioned Healthy.io, as part of a national NHS programme, to deliver a service providing at home urine test kits so patients at risk of chronic kidney disease can conduct this important test at home using a smartphone.
The data is being processed for the purpose of delivery of a national programme to monitor urine for indications of chronic kidney disease (CKD) which is recommended to be undertaken annually for patients at risk of chronic kidney disease e.g., patients living with diabetes. The programme enables patients to test their kidney function from home. We will share your contact details with Healthy.io to enable them to contact you and offer to send you a test kit. This will help identify patients at risk of kidney disease and help us agree any early interventions that can be put in place for the benefit of your care.
Healthy.io will only use your data for the purposes of delivering this service to you. If you do not wish to receive a home test kit from Healthy.io we will continue to manage your care within the Practice. Healthy.io are required to hold data we send them in line with applicable law. Further information about this is available on Digital home kidney health testing service

	The processing of personal data is permitted under the following UK GDPR condition: 
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.
The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.


	Healthtech - 1
	Operose Health has commissioned Healthtech – 1 to set up an automated process for new registration requests to our practices.
The source of data is the information you record on your registration form.
	The processing of personal data is permitted under the following UK GDPR condition:
· GDPR Article 6(1) (e) - public interest or in the exercise of official authority.

The processing of special categories of personal data is permitted under the following UK GDPR “condition” and DPA “provision”:
· GDPR Article 9 (2) (h) - processing is necessary for medical or social care treatment or, the management of health or social care systems and services.
· DPA Section 10 (1) (c) – processing is necessary for health and social care purposes;
· In accordance with DPA Schedule 1, Part 1, (2) - health or social care purposes means the purposes of preventive or occupational medicine; medical diagnosis; the provision of health care or treatment; the provision of social care, or the management of health care systems or services or social care systems or services.
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10. [bookmark: _Toc1905303245][bookmark: _Toc620243115][bookmark: _Toc1555254449][bookmark: _Toc1111604263][bookmark: _Toc1859184480][bookmark: _Toc145498724]Details of data linkage with other datasets
[bookmark: _msoanchor_5]Data may be de-identified and linked so that it can be used to improve health care and development and monitor NHS performance. Where data is used for statistical purposes, stringent measures are taken to ensure individual patients cannot be identified.

When analysing current health services and proposals for developing future services it is sometimes necessary to link separate individual datasets to be able to produce a comprehensive evaluation.  This may involve linking primary care GP data with other data such as secondary uses service (SUS) data (inpatient, outpatient and A&E).  In some cases, there may also be a need to link local datasets which could include a range of acute-based services such as radiology, physiotherapy, audiology etc, as well as mental health and community-based services such as Improving Access to Psychological Therapies (IAPT), community nursing, podiatry etc.  When carrying out this analysis, the linkage of these datasets is always done using a unique identifier that does not reveal a person’s identity.

Integrated Care Boards within our geographical areas are responsible for processing de-identified and linked data under this category, on our behalf. We ensure that the Processor is legally and contractually bound to operate and prove security arrangements are in place where data that could or does identify a person are processed. 

11. [bookmark: _Toc145498725][bookmark: _Toc1102433767][bookmark: _Toc1896005123][bookmark: _Toc882328346][bookmark: _Toc753701945][bookmark: _Toc1254590468]Data retention period 
All records held by Operose Health will be kept for the duration specified in the Records Management Codes of Practice for Health and Social Care 2021 and supplemented by our Records Management Standards.

We will only retain your personal data for as long as necessary to fulfil the purposes we collected it for. To determine the appropriate retention period for personal data, the amount, nature, and sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your personal data, the purposes for which we process your personal data and whether we can achieve those purposes through other means, and the applicable legal requirements have all been considered.

12. [bookmark: _Toc837541718][bookmark: _Toc1231222260][bookmark: _Toc292894075][bookmark: _Toc1004914384][bookmark: _Toc2014348272][bookmark: _Toc145498726]The details of transfers of the personal data to any third countries or international organisations
We do not transfer your personal data to any third countries or international organisations. 

13. [bookmark: _Toc1650177368][bookmark: _Toc603692341][bookmark: _Toc1804728019][bookmark: _Toc1578563099][bookmark: _Toc207470351][bookmark: _Toc145498727]What safeguards are in place to ensure data that identifies you is secure?
We only use information that may identify you in accordance with UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. These legislations require us to process your data only if there is a lawful basis for doing so and that any processing must be fair, lawful and transparent.
We also ensure the information we hold is kept in secure locations, restrict access to information to authorised personnel only, protect personal and confidential information held on equipment such as laptops with encryption (which masks data so that unauthorised users cannot see or make sense of it).
Our appropriate technical and security measures include: 
· The ability to ensure ongoing confidentiality, integrity, availability and resilience of our systems.
· The ability to quickly restore availability and access to personal information in the event of a physical or technical incident; and
· A process regularly testing, assessing and evaluating the effectiveness of security measures, and ensure they comply with the concept of privacy by design and default;
· Encryption; Firewalls / VPN; Password protected files; Restricted Access Folders and System Audit.

14. [bookmark: _Toc371934261][bookmark: _Toc534526257][bookmark: _Toc788740253][bookmark: _Toc1579920575][bookmark: _Toc1366094914][bookmark: _Toc145498728]Cookies
Our websites use cookies to distinguish you from other user when you access our online services. A cookie is a small file of letters and numbers that we store on your browser when you consent to use of our online services. This helps us to provide you with a good experience when you browse our site and enable us to improve our websites.
We use the following cookies:
· Strictly necessary cookies: These are cookies that are required for the operation of our site. They include, for example, cookies that enable you to login to secure areas of our websites.
· Analytical/performance cookies. They allow us to recognise and count the number of visitors and to see how visitors move around our site when they are using it. This helps us to improve the way our websites work, for example, by ensuring that users are finding what they are looking for easily.
· Functionality cookies. These are used to recognise you when you return to our site. This enables us to personalise our content for you, greet you by name and remember your preferences (for example, your choice of language or region).
· Targeting cookies. These cookies record your visit to our site, the pages you have visited and the links you have followed. We will use this information to make our site more relevant to your interests. We may also share this information with third parties for this purpose.
You can block cookies by activating the setting on your browser that allows you to refuse the setting of all or some cookies. However, if you use your browser settings to block all cookies (including essential cookies) you may not be able to access all or parts of our site.
Except for essential cookies, all cookies will expire after 12 months.

15. [bookmark: _Toc1594474346][bookmark: _Toc354694694][bookmark: _Toc1108014331][bookmark: _Toc739054411][bookmark: _Toc483077414][bookmark: _Toc145498729]What are your general rights?
Where information from which you can be identified is held, you have the:
· Right of access to view or request copies of the record 
· Right to rectification of inaccurate personal data or special categories of personal data
· Right to restriction of the processing of your data where accuracy of the data is contested, processing is unlawful or where we no longer need the data for the purposes of the processing
· Right not to be subject to any automated individual decision-making
· Right to data portability by requesting the data which you provided to us (not data generated by us) in a structured, commonly used machine-readable format. Your right to portability shall apply only where:
· data is processed by automated means, and
· you provided consent to the processing or,
· the processing is necessary for the fulfilment of a contract.

16. [bookmark: _Toc1909245946][bookmark: _Toc127816450][bookmark: _Toc154415441][bookmark: _Toc1062577890][bookmark: _Toc1781048965][bookmark: _Toc145498730]Right to object
[bookmark: _Toc162883954][bookmark: _Toc183074670][bookmark: _Toc1281505215][bookmark: _Toc323819505][bookmark: _Toc253551116]In line with the Data Protection Legislation, you do not have the right to object to the processing of your personal information where:
· The purpose of the processing is for direct provision of care or safeguarding concerns. As a primary care and community health provider, we have legitimate compelling grounds under the Health and Social Care Act 2012 to process your personal information for the purposes of direct care delivery, and to prevent an individual from harm, or to prevent a serious crime. This include personal information concerning your health which we share with other GP Practices, NHS acute or mental health Trusts, social services, community health providers and pharmacists who are also involved in your care.
· The processing is necessary for compliance with a legal obligation to which we are subject. This includes information we share with statutory organisations, law enforcement and regulatory bodies such as NHS Digital (statutory data collection), NHS Counter Fraud, the Police, Courts of Justice, HMRC and DVLA.
You do not have the right to object to the processing of your personal information for risk stratification for indirect care purpose such as understanding the local population needs and plan for future requirement in line with Section 251 NHS Act 2006  .

You have the right to opt-out of: Summary Care Record, NHS Digital – National Data Opt-Out.

17. [bookmark: _Toc145498731][bookmark: _Toc2135533022][bookmark: _Toc548573811][bookmark: _Toc806419170][bookmark: _Toc483709193][bookmark: _Toc2053987839]Right to erasure (right to be forgotten) 
Your right to erasure (right to be forgotten) applies where you had given ‘consent’ to process your personal data and later withdrew the consent. Right to erasure does not apply to the extent where the processing of your personal health data is necessary for:
· Compliance with a legal obligation which we are subject to, under the UK law or, for the performance of a task carried out in the public interest or, in the exercise of official authority vested on us; 
· medical purposes and/or for reasons of public interest in the area of public health;
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes;
the establishment, exercise or defense of legal claims.

18. [bookmark: _Toc362452608][bookmark: _Toc27962501][bookmark: _Toc1452406663][bookmark: _Toc1278229051][bookmark: _Toc1314735863][bookmark: _Toc145498732]Exercising your right or gaining access to the data we hold about you
By contacting your registered practice, you can exercise your rights at any time, or request to see or have copies of personal information we hold about you.


19. [bookmark: _Right_to_complain][bookmark: _Toc1021158124][bookmark: _Toc272547858][bookmark: _Toc2059879289][bookmark: _Toc1367821432][bookmark: _Toc1445340572][bookmark: _Toc145498733]Right to complain
If you are dissatisfied with the way we process your data, please contact us and we will try to resolve your complaint. You also have the right to appeal/complain to the Information Commissioner (ICO). The ICO can be contacted at:
Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
Tel: 0303 123 1113 or 01625 545 745
Email: https://ico.org.uk/global/contact-us/ 

Operose Health Group Entity Names

	
Entity Name
	Data Protection
Registration Number

	Operose Health Limited
	ZA269280

	AT Medics Limited
	Z9497012

	AT Learning Limited
	ZA792188

	AT Technology Services Limited
	ZA239650

	Primary Care Partners Limited
	ZA688561

	Operose Health Corporate Management Limited
	Z2932107

	Operose Health (Group) Limited
	Z9518807

	Operose Health (Group) UK Limited
	Z1159942

	The Practice Surgeries Limited
	Z1159956

	Chilvers & McCrea Limited
	Z7794195

	The Practice U Surgeries Limited
	Z4783305

	Phoenix Primary Care Limited
	Z1273035

	Phoenix Primary Care (South) Limited
	Z3383510
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